
Protect critical information so you can focus on 
your business

Is your business ready for a solution that will help you get ahead 
of the ever-changing threat landscape with greater efficiency, cost 
savings, and confidence? The threats that challenge the security and 
availability of your organization are changing. Get the protection you 
need, in an easy-to-deploy suite. In the past, hackers only wanted 
notoriety from the malware they created, but today’s cyber criminals 
want to steal sensitive information and sell it to the highest bidder. 
And they attack silently, not wanting to be discovered, and leave 
systems vulnerable.

Computer systems are also increasingly vulnerable to downtime or 
loss caused by a number of factors such as hard drive failure, OS 
corruption, user error, or natural disaster. 

Introducing Symantec Protection Suite:
Symantec Protection Suite creates a protected endpoint and 
messaging environment that is secure against today’s complex 
malware, data loss, and spam threats and is quickly recoverable in 
the event of failure. Reduce the cost of securing your environment 
and more effectively manage the inherent risks of today’s IT 
infrastructures with Symantec’s market-leading technologies. 

With over 25 years of experience and leadership in security and 
backup and recovery, Symantec offers some of the most advanced and 
well-respected technology available, with integrated solutions that can 
help manage, secure, and recover information from the data center to 
mobile devices, independent of platform or operating system.

Symantec offers a protection solution for every size environment; 
use the guidelines below to find the best fit for you: 

Confidence in a connected world.

Symantec™ Protection Suite Quick Reference Guide

10–99 seats 100+ seats

Protection technology

Symantec Protection 
Suite Small Business 
Edition

Symantec Endpoint 
Protection Small 
Business Edition

Symantec Protection 
Suite Enterprise 
Edition

Symantec Endpoint 
Protection

Endpoint security

Antivirus/Antispyware* • • • •

Desktop firewall • • • •

Intrusion prevention • • • •

Generic exploit blocking • • • •

Device and application control • •

Antivirus for Macintosh® • •

Antivirus for Linux® clients • •

Antivirus for Windows® Mobile •

Network access control self enforcement •

Messaging security

Antivirus/Antispam/Antiphishing • •

Content filtering/Compliance • •

Data loss prevention •

Backup and recovery

Backup live desktops and laptops • •

Restore to any hardware • •

Threat driven backups • •

Note: Symantec Protection Suite Enterprise Edition Messaging Security features available for Exchange, Domino, Gateway, and Instant Messaging, while Symantec Protection Suite Small Business Edition 
Messaging Security only available on Exchange.
*	 Dedicated Server Memory is 2 GB for > 500 nodes; above recommended requirements are for < 500 nodes.



Confidence in a connected world.

New! Symantec Protection Suite Small 
Business Edition

For small businesses (<100 nodes) that desire a 
comprehensive yet easy-to-use security and backup 
and recovery solution designed to protect their critical 
business assets

Symantec Protection Suite Small Business Edition is an easy-to-
use, all-in-one suite that protects critical business assets by rapidly 
recovering computer systems and securing against today’s complex 
malware and spam threats.

•	 Provides full endpoint protection and mail security protection 
•	 Defends laptops, desktops, and servers against email-borne virus 

threats and security risks
•	 Should be sold as an upgrade to those customers who are seeking 

endpoint protection plus additional email protection (formerly 
sold under the name Symantec Multi-tier Protection Small 
Business Edition)

•	 Symantec Protection Suite Small Business Edition:
–	 Protects completely: delivers multiple layers of technology for 

your customer’s small business
–	 Easily manages: simple to install, deploy, and manage
–	 Provides confidence: ensures systems and critical information 

are readily available 

New! Symantec Endpoint Protection Small 
Business Edition

For small businesses (<100 nodes) that desire enterprise-
level protection yet are looking for an easy-to-use security 
solution that is designed for their environment

Symantec Endpoint Protection Small Business Edition leverages 
award-winning Symantec Endpoint Protection technology that 
enables small businesses to protect against threats not yet identified 
by security vendors. It is built as a low-impact solution and is easy to 
install, deploy, and manage, saving both time and money. 

•	 Pre-configured for small businesses—saves time and effort 
with Symantec recommended security defaults; no additional 
configuration needed and less than 20-minute deployment, so 
small businesses can focus on growing their businesses and not 
worry about security

•	 Deploy with ease—install wizards simplify the ability to deploy 
agents across the customer environment

•	 Superior performance—minimize performance impact with 
superior boot-time and low overhead when it comes to everyday 
interaction with files and applications 

New! Symantec Protection Suite Enterprise Edition

For customers looking for scalable multi-layer protection and 
recovery, this is the solution.

Symantec Protection Suite Enterprise Edition creates a protected 
endpoint and messaging environment that is quickly recoverable in 
the event of failure and is secure against today’s complex data loss, 
malware, and spam threats—controlling costs and managing risk.

•	 Provides unmatched protection against malware for laptops, 
desktops, servers, mail servers, and gateways (formerly sold 
under the names Symantec Multi-tier Protection and Symantec 
AntiVirus™ Enterprise Edition)

•	 Scalable, so the asset protection can grow as your customer’s 
business grows

•	 Symantec Protection Suite Enterprise Edition:
–	 Protects completely: delivers multi-layer protection from 

endpoint to gateway 
–	 Easily manages: unified management and administration 

allows you to simplify implementation and operations 
–	 Provides confidence: ensures systems and critical information 

are readily available 

Symantec Endpoint Protection 

For businesses demanding “best-of-breed” security at an 
affordable price, this is the solution.

Symantec Endpoint Protection is a flexible and comprehensive 
product that gives organizations of all sizes the capabilities they 
need today, with the ability to customize later. 

•	 Fully integrated “best-of-breed” security product—with a single 
agent and single management console

•	 Contains antivirus, antispyware, firewall, intrusion prevention 
device, and application control; these features can be enabled as 
needed

•	 Recent updates, greatly enhanced product quality, and 
performance for all customer sizes

•	 Product is network access control ready (with a separate license)
•	 Competitively priced for even more value—contains proactive 

protection from unknown threats and zero-day attacks; special 
pricing for users of competing products also available
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Migration paths

Direct entitlement

Existing product New product 

Symantec AntiVirus Starter Edition 
(EMEA and LAM only) 

Symantec Endpoint Protection 
Small Business Edition 

Migration via Crossgrade at renewal

Existing product New product 

• �Symantec AntiVirus Corporate 
Edition 

• �Symantec Endpoint Protection

Symantec Endpoint Protection 
Small Business Edition 

• �Symantec AntiVirus Corporate 
Edition 

• �Symantec Endpoint Protection

Symantec Protection Suite 
Small Business Edition

• �Symantec Multi-tier Protection 
Small Business Edition 

Symantec Protection Suite 
Small Business Edition

• �Symantec Multi-tier Protection Symantec Protection Suite 
Enterprise Edition

Consider these additional products to increase your 
protection and add value

Symantec™ Network Access Control
Grants access only to endpoints that comply with defined security 
policies

•	 Symantec Endpoint Protection and Symantec Protection Suite 
Enterprise Edition are Network Access Control ready**

•	 Agent is included—no extra agent deployment

Symantec™ Brightmail/Symantec™ Mail Security 8300 Series 
Appliance
Enables deployment of included comprehensive inbound and 
outbound messaging security at the messaging gateway on a 
physical appliance platform

•	 Physical appliance comes with pre-installed software and is easy 
to deploy and manage

•	 Unlocks the complete value of the Symantec Protection Suite for 
customers that haven’t adopted VMware platform

Symantec Backup Exec™ System Recovery Server Edition
Enables restoration of complete Windows® servers in minutes, 
even to dissimilar hardware or virtual environments, with new 
functionality to automate physical-to-virtual conversions for 
immediate system recovery. 

•	 Easily meet strict recovery time objectives (RTOs) by recovering 
complete servers in minutes, even from a bare-metal state 

•	 Eliminate backup windows by capturing the entire live Windows 
system, without disrupting user productivity or application usage 

Symantec Data Loss Prevention
Expands data loss prevention across endpoint, network, and storage 
devices with unified policy and reporting.

•	 Discover and monitor confidential information wherever it is 
stored, both on and off the corporate network

•	 Define and automatically enforce unified policies to proactively 
protect secure information and prevent data loss

Altiris™ Client Management Suite from Symantec
Reduce costs associated with deploying, managing, securing, and 
troubleshooting systems and gain control of IT with Altiris solutions 
from Symantec. They are built on an extensible management 
platform, so users can easily plug-in additional integrated 
functionality such as asset management, security, or backup 
and recovery when necessary, ensuring business continuity and 
employee productivity as organizational needs evolve. Some of the 
features include:

•	 Secure management with role-and-scope-based security
•	 Zero-touch OS deployment and migration
•	 Automated patch management

For more information on Symantec Protection Suite Enterprise 
Edition, visit go.symantec.com/midsize-business and for Symantec 
Protection Suite Small Business Edition, visit  
go.symantec.com/small-business 
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**	Except the mail security and Mac components of Symantec Protection Suite Enterprise Edition.

http://go.symantec.com/midsize-business
http://go.symantec.com/small-business
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More information

Visit our Website
www.symantec.com/endpoint

To speak with a Product Specialist in the U.S.
Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.
For specific country offices and contact numbers, please visit our 
Website.

About Symantec
Symantec is a global leader in providing security, storage, 
and systems management solutions to help consumers and 
organizations secure and manage their information-driven world. 
Our software and services protect against more risks at more 
points, more completely and efficiently, enabling confidence 
wherever information is used or stored.

Symantec World Headquarters
20330 Stevens Creek Boulevard 
Cupertino, CA 95014 USA 
+1 (408) 517 8000 
1 (800) 721 3934 
www.symantec.com


